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n1poa (function creep) DWW NP AT’Y ATAR AITAT TR YV yaxm 0Dp
IYNW MNP NPHIPRT NIIDOT L IR 2RWIN P2 NITART 100 DY NIRRT
7179950 NP°M17 N1IDDA 2°NYY 13151 DUWINW NYUAT .(creep) N2°NT YW NIDIN IRNY
surveillance ) 70°apynm n%m1~ 3, (control creep) ”nw oW nPM1” ,(purpose creep)
DAW X7 1PRA NNNT 939 ANWwnT S.(mission creep) 7N wn N AT X 4,(creep

Bert-Jaap Koops, The concept of function creep, 13 L., INNOVATION & TECH. 29, 29-30 2
.(Roger Brownsword & Han Somsen eds., 2021)

Martin Innes, Control Creep, 6 SOCI0. RSCH. ONLINE 13 (2001); Rob Kitchin, Civil liberties or 3
public health, or civil liberties and public health? Using surveillance technologies to tackle the
.spread of COVID-19, 24 SPACE & PoLITY 362 (2020)

N730m3a ,NPoN NP I YW v mIpn Ywo Xon ‘surveillance creep’ mnnY opam bw nwan 4
GARY T. MARX, UNDERCOVER: IR7 .07 103 Mannm 73101 2pyn n»a12150 2w n1hana
D3VM2 IRT NI2IVH TR IRNM PVIIRT 2WRY 5 .POLICE SURVEILLANCE IN AMERICA (1988)
.M12°%¥2 ADWR NOYWi 1130 N1%P NI1772Y NDYORY 193713 1102 A% YW n1°25nY 11pna 1IYTW 1130
Kevin D. Haggerty, Surveillance, crime and the police, in ROUTLEDGE HANDBOOK OF X7
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7.0°37 ©°1IN3 °0°022 WHWHT D137 MIXINA OMIXPT 77 1D0NRY 77010 NTY
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nnwa2 MYy 1N Yy 00anna oAIR YW arY»EI1Iba 110 ,Ahwh oy
W 021N DMPHY 2°1N1 PY1 TP PWONI DWW WINW IPDRM Yy ,N1NIan

.SURVEILLANCE STUDIES 235, 241 (Kirstie Ball, Kevin D. Haggerty & David Lyon, eds., 2012)
Michal Lavi, Crises, Creep, and the Surveillance State, 53 SETON HALL L. @338 Y7 2pyn 2y
REv. 491 (2022); Stephen Graham & David Murakami Wood, Digitizing Surveillance:
Categorization, Space, Inequality, 23 CRITICAL SoC. PoL’Y 227, (2003); William Webster,
CCTV policy in the UK: reconsidering the evidence base, 6 SURVEILLANCE & Soc’Y 10 (2009);
Woodrow Hartzog, Evan Selinger & Johanna Gunawan, Privacy Nicks: How the Law
Normalizes Surveillance, 101 WASH. U. L. ReV. (forthcoming 2024); Matthew Tokson & Avri
.Waldman, Social Norms in Fourth Amendment Law, 120 MICH. L. REv. 265 (2021)

Office of the Biometrics and Surveillance Camera Commissioner, Commissioner for the 5
Retention and Use of Biometric Material Annual Report January 2021 — March 2022 And
Surveillance Camera Commissioner Annual Report March 2021 — March 2022 101, 143, 160
(2023); Tom Barry, Homeland Security Drones Mission Creep from Border Security to
National Security, BORDER LINES (Mar. 20, 2013) http://borderlinesblog.blogspot.com
/2013/03/homeland-security-drones-mission-creep.html; Jennifer S. Granick et al., Mission
Creep and Wiretap Act “Super Warrants”: A Cautionary Tale, 52 Lov. L.A. L. REv. 431
(2019); Joshua Fairfield, The developing narratives of pandemic surveillance, in PANDEMIC
.SURVEILLANCE 86, (Margaret Hu ed. 2022)

DAVID MURAKAMI WOOD & KIRSTIE BALL, A REPORT ON THE;2 w”n 2°¥% ,Koops 6
SURVEILLANCE SOCIETY, LONDON: SURVEILLANCE STUDIES NETWORK (Surveillance Studies
Network, Septmeber 2006); Kirstie Ball, Workplace surveillance: an overview, 51 LAB.
H1sT.87, (2010); Simon G. Davies, Touching big brother: How biometric technology will fuse
,4 w7 9wh ,Graham & Woods ;flesh and machine, 7 INFO. TECH. & PEOPLE 38 (1994)
.72 0w “Surveillance creep’ nima ownnwn

Hal Berghel, Identity Theft, Social Security Numbers, and the Web, in 43 Comm. ACM 17 7
.(2000)

773n7 7p°057 2015 NIwa 02IRY .Google Flu Trends awa 93 %333 0720 7770w ,2008 Nwa 8
In® N37v7 w3 AposIT MPYDAW KO N1ID0A NIRRT NI IR 1307 KDY IXIAT MPYD DR
David Lazer et al., The Parable of Google Flu: Traps in Big Data Analysis, 187 .nyow »pn Yw
343 SCIENCE 1203, 1203-1205 (2014); David Lazer et al., Google Flu Trends Still Appears
Sick:  An  Evaluation of the 2013-2014 Flu Season, GARY KING (2014)
.https:/ftinyurl.com/GoogleFlu2014
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3NN (NIBRIN NPYOND IR) ORI PWHW N1P2oNY RYW YA WIw ,70 IR I3 DX
22X 1973 TIT2 10,n10IDi NI 21T TI0C PPY RIAW ,TI0NT NITHY TPYD
7NN IR DTIX YW 0»VIER PRIV DY AYUTa wIw” Y3 ¥yaIp NIPLIDT NIN PN
a15m 715 WInw 1Lnruina ayan 9733 RIT 709001 Anwhw 7I0nY XOW ,INKRY
12 7 o17%p1D 7197117 IR (purpose creep) “N1YoN NP M7 03 0Ny

purpose ) N1YINA NPIXT TIPY QW XIPIT ,TI0AT MITRY 1IPY DITRT 1773
DXIN °NY2 RIAW 1DIRI T RY [...] WK YPH”) NP AT [DIXA NN ,(limitation
APV WIWR YW ANKRNAT DTN NPRa NoxYH 13.(7[(oXR1 X1 (pwhw n1vnit av)
NPINT VWM N2 Y05 12 14,50MILIRT YT TIY 113, ANINKRY WD Iy X7
17w TI0WHT NIMD DR 13°H07W 312N 107 MIPIAT YW 173 NIRNIA 77073 Yw
VDWNT N2 WHNW ,pIN NDYOXR YW N1YON? y1n YW nPumvIR 712V NIIYD v¥ay
2PYM OYXHRI TNPHY YN WINW NYa 7T (7an DY SunIpdan JI0RT (nana
— DRT 95N TIX% wINM MR AIOK? NLNIDAT NP1 ORA PITAY WL, AWIN NPYONY

119177) 100—99 ,35 2071TIAND TR — NITPAAT NN ¥ 7270 MBPNR PHY 1171 193 °9R T 9
by aPRm pohecrT aPInyn MY 0N LYK pIMW 3TN (2019 PUIpITY PRI
.(2020 PVIPINTY VPRI 1917 38—23 NN

PIMW AN 5(2011) 52 AARNSVY vEWH PA NTLIDY MG LID A/ P2 YRIH 10
LRI P17 52—51 201907 YWNT ,NPBID NINT PN YRR PPWIT NTIR 27 1IW0R
Commission Regulation 2016/679 of Apr. 27, 2016, on the Protection of ;(2019 LIPINT?
Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of
Such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J.
SDYTRI P73 0NN NITAR 1PY YW imnneni 9y .(b)(1)5 ‘03 ,(GDPR :127%) (L 119) 1 (EU)
Nikolaus Forgd, Stefanie Hanold & Benjamin Schiitze, The Principle of Purpose 712317 X1
Limitation and Big Data, in NEw TECH., BIG DATA & L. 17, 23-38 (Marcelo Corrales, Mark
Tal Zarsky, Incompatible: The GDPR in %7 ,n1p*2% .Fenwick & Nikolaus Forgo eds., 2017)
.the Age of Big Data, 47 SETON HALL L. REv. 995, 1005-1009 (2017)

.1981—R”PWN7 ,N1PLIDA NI PINY (9)270 11

1PN 7 M1~ :function creep oaNm PRI 175 /MY ,10 w7 °YY 090 Anm prIa 12
NP WANwHRY L4 w7 Yy Webster X7 ,T3m .n1Yon b it Yw o 1w MRCNa LR
0°IRNM O°IW WK (NP n2°n7) policy creep-? *p1n nima (2t 2pym) surveillance creep
.n12an Nt

Directive X7 .pInn Np°3R n1Iwn nwpIy (b)(1)5 o ;(b)s o ,10 w7 ¥y ,GDPR 13
2016/680, of the European Union Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with regard to the Processing of Personal Data by Competent
Authorities for the Purposes of the Prevention, Investigation, Detection or Prosecution of
Criminal Offences or the Execution of Criminal Penalties, and on the Free Movement of such
nxamn Framework Decision 2008/977/JHA, OJ (L 119), 1 (EU) Data and Repealing Council
.annn T Yy anain GDPR-an

2w Iy 7o) BVerfG, 1 BVR 1547/19, Feb. 16, 2023, https://tinyurl.com/BVerfGvBVR 14
L(CUMIRT
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.(policing

717375 MND — AVIWD PR NPPON NP MY DWW NN P2 MINan NP IR
oYY .onnna 172 22997 Y1 17,10°950% anT9372 winws 12 amnna naviRbon
NPIIDY MIWHWD ANPY A7 — 5 DWW NPAT TN L Pwn? ,onnm
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,(reverse adaptation) 77131077 MYaNDR” YW AYDIN BV AY° XM NP NRIPIN AW
DYEART DR D°RNAY 7D MANINA DPWART (APYONR X)) Nona ebw
NPPXPID IR DWW NP AT P2 MINan2 PN 39157 17 Awea 2Loornti (07n1o0)
NNy AWy CLIPRPNDA MPWI 1AW AN IMIRD YW AV A%y 330N Y
.03 2129150 MINDA MR XY MW

nDoIT OYIXI ,NATA J2AVH YW PYAN XOR 2% 9K ANy 0> whaInh v
VPORTI NI NIPAAN LANIANT 77272 K27 NRPR TMPOLY AW 095N IR 7TRPID
23p% NIN2123 227w N°YONY IR 7PXPDY 112297 NIWSRA XI5, NATan

.62'00,00 15

.70 00,00 16

Ron Amundson & George V. Lauder, 187 ,m%5n% wimw 13 7I0an3 073wmn o»wpn Yy 17
Function without Purpose: The Uses of Causal Role Function in Evolutionary Biology, in 9 Bio.
(& PHIL. 443, 443-469 (1994)

John Gilliom & Torin Monahan, SuperVision: An Introduction to the Surveillance Society 1, 18
.92nm7 *7°2 7PA7IN IR .58 (2012)

.9an1 702 737N RINT .90 'Y ,aw 19

Johanne Yttri Dahl & Ann Rudinow Sztnan, “It all happened so slowly”: On controlling 20
.function creep in forensic DNA databases, 37 INT’L J.L., CRIME & JUST. 83, 86-87 (2009)

Langdon Winner, Autonomous Technology: a3 X1 .42-41 'mya ,2 wn v ,Koops 21
.Technics-Out-Of-Control as a Theme for Political Thought 1, 227-229 (1977)

.88 'nya,20 w71 vy ,Dahl & Seetnan Ywn% 1R7 - 22
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2w ©2%IN7 DX 72Y7 1MW 211D MIN'D RN NMWDHR DWW NYAT L(ANIT
MPDRM DY YT LW 01DW NINDEH TInRn pPoaY 130 ,WIn 19IRI 070107
IPHW PDIDT YT WINW RO NINR ARNT .NIWAT IR 250K JPW L7730 ,3VIN0
NR MV PIMIN PWINT 1AW ]DIRT DR MMY TYNWw) 0517 1I9703W ARIRNT T3
N*1DI37 MYPYDI 210 DX 1BRY IX 26,0191 NITY , 0TV TIINY 210 (BXRNA2 ANNNT
N1 % ARIA MR Pnn 303923 nRI 29,3773 X 28,3073 m1an X 27, wnnwnn Yw
0 19R 93 3195w fitbit-7 TR¥IW AXIRNT TH 21N MNYD YW SwDIN 128N DY TINYY

TORIN MONAHAN, 2wn% X7 ,nPHAL 2 2pyn NIDIYN 2w jNIZT DR IWDRND 0D %y 23
SURVEILLANCE IN THE TIME OF INSECURITY 1, 3 (2010); Didier Bigo, Security, exception, ban
and surveillance, in THEORIZING SURVEILLANCE: THE PANOPTICON AND BEYOND 46, 47-60
(David Lyon ed. 2006); Yu Zeng & Stan Hok-wui Wong, Social media, fear, and support for
.State surveillance: The case of China’s social credit system, in 37 CHINA INFO. 51 (2022)

T.H.A Wisman, Purpose and function creep by design: Transforming the X7 1 w5 anaT? 24
.face of surveillance through the Internet of Things, 4 EUR. J.L. & TECH. 1 (2013)

0MY3 7DD LAY 1D WTL MWANWH P02 NPV :0ATL P T YRV} WK 25
9130 XY 73 3T https://iwww.globes.co.il/news/article.aspx?did=1001282318(15.4.2019)
(16.12.2020) PIRT 7011 NPYIX’ [IN’D NI12pYa TWDNT PNRI2 P2 /AT DR 2070
.https:/itinyurl.com/OdedYaronHaaretz

Jingyu Hua, Zhenyu Shen & Sheng Zhong, We Can Track You if You Take the Metro: 26
Tracking Metro Riders Using Accelerometers on Smartphones, in 12 IEEE TRANS. INFO.
.FORENSICS SECUR. 286 (2017)

Piyush Gupta & Tim Dallas, Feature Selection and Activity Recognition System Using a Single 27
.Triaxial Accelerometer, in 61 IEEE TRANS. BIOMED.ENG. 1780 (2014)

Gary M. Weiss & Jeffrey W. Lockhart, Identifying user traits by mining smart phone 28
accelerometer data, in SENSORKDD ’11: PROCEEDINGS OF THE FIFTH INTERNATIONAL
.WORKSHOP ON KNOWLEDGE DISCOVERY FROM SENSOR DATA 61 (2011)

Ankita Jain & Vivek Kanhangad, Investigating gender recognition in smartphones using 29
accelerometer and gyroscope sensor readings, in 2016 INTERNATIONAL CONFERENCE ON
COMPUTATIONAL TECHNIQUES IN INFORMATION AND COMMUNICATION TECHNOLOGIES
.(ICCTICT) 597 (Mar. 11-13, 2016, New Delhi, India)

Erhan Davarci et al., Age group detection using smartphone motion sensors, in 2017 25™ 30
EUROPEAN SIGNAL PROCESSING CONFERENCE (EUSIPCO) 2201 (Aug. 28-Sept. 2, 2017, Kos,
.Greece)

Zhan Zhang et al., Emotion recognition based on customized smart bracelet with built-in 31
.accelerometer, in 4 PEERJ 2258 (2016)
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D°02%W 1WA RYXR 70N NITHY [1IPYR 31902 *IN0NT MINDR 27 ANYw 1
P72 0’1101 YW 0K NITTH NOTNY DWINW NPATY HRORIVID WX ONAIRT 0211037
N0 12771 33,0°00K1 0 ANWLW NP 70N JNRY DWW IR YW At am
MY PY DY .0ONNIT NI MIPY ,NPYIDA NI OPT YW IR O 1PY DX
PYoNa XY PImw an% Yamm vt ,oRNn DAY CWR vTn Yy ,0onnin
TR DN NV PIPYD AW ,0pD PR NP 2133 RY 34.9219m XIT Anwhw
2017 NIWA 1AM 7951 1K1, YN 2210 NPBVRIOR 70N AN P2 YT 1272
35, mImIpn 1190 143739 YAT WK YR 2131 120 YR DNDIAR YITPRY

,20n% .m0 MPPYD NIDo I NPRR a1 DWW IR N1YON nYnr
I ,TMA YWD NDYORY IPIRIT INYYDII MDY NTIWYID 2pyn MISIYRYN
N17°ay NDORY 03 172 WHNWAY WP pINT NDYOX *HNW X7 YAV IR ,JMPY? IR
30 25 PPAW 2IPIRT N0 MR PIN YW AWK N0 Ywnd 35 36,901 mbp
37993y DX Y277 19X 11172V 1D0M DPIW OYY,IND NITRT ININ 1733V NI

PWI NIIYM N0 — NPYONT DWW NPT YW PDIVIR YDIN IRNN WYY’ 1IN
0P 387NNy 07PNINIM DPARY ONI2T INNIY QPRYPA (N1P2ONY) DWW

Kim S. Nash, Equifax Eyes Are Watching You--Big Data Means Big Brother, 32
.NETWORKWORLD (May 16, 2012) https://tinyurl.com/KimNashEquifax

Lemi Baruh & Mihaela Popescu, Big data analytics and the limits of privacy self-management, 33
19 NEw MEDIA & SocC’Y 579 (2017); Dennis Broeders et al., Big Data and security policies:
Towards a framework for regulating the phases of analytics and use of Big Data, 33 COMPUT.
.L. & SEC. REV. 309, 309-323 (2017)

25 D) NPLID NOTIAY ANAT RIT DINIT NN 1IPY .(C)(1)5 'O ,10 w73 ¥y ,GDPR X1 34
TNIVYNRI 12 WINW IR IDIOR WK YR TIBYW [DIXA YTH NI3IWH 287 W 19591 ,(GDPR-
.1011—1009 'my2,10 w”71 2°¥Y , Zarsky 1X7,nMp*a? v

Tara Siegel Bernard et al., Equifax Says Cyberattack May Have Affected 143 Million in the 35
U.S., N.Y. TIMES (Sept. 7, 2017) https://www.nytimes.com/2017/09/07/business/equifax
.-cyberattack.htm

Anthony Volini & Farzana Ahmed, Strategies to Deter Child Pornography in the 3 X7 36
Absence of a Mandatory Encryption Back Door: Tipster Programs, A Licensed Researcher
Syste, Compelled Password Production, & Private Surveillance, 32 DEPAUL J. ART, TECH. &
JNTELL. PROP. L. (2022)

.55'mya,1w”n 2°y9 LANDAU 37

Ukraine turns tank into tractor, BBC News (Oct. 19, X7 ,33337 N2 An317% .4 2 37PYw° X1 38
03 X7 DINR DPAVR WIW? pwi naon? .2002) https:/itinyurl.com/BBCUkraineTractor
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